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Abstract 
    Background: A review on the health information systems (HISs) of each country should not be limited only to data collected and 

reported normally by the service providers. In this regard, the first step for the development in any national project is exploring the 

experiences of other countries worldwide, especially those with economic, political, cultural, and regional partnerships, and then using 

their resources and documents to have a broader attitude and a better profitability in planning the development strategy.  This study was 

conducted to review the studies conducted on the causes of HIS success and failure, and the challenges faced by developing countries in 

using these systems. 

   Methods: The present study was a narrative review to meet the aim of the study, and those studies published in English language in 

PubMed, Web of science, and Science Direct databases and Scopus between 2000 and 2020 were investigated. Primary keywords used 

to extract content in these databases were as follows: "health information system," "challenges, " "success," " failure," "developing 

country," and "low and middle income country." 

   Results: After searching the above-mentioned databases, 455 studies were retrieved. Finally, 24 articles were used. The causes of 

success and failure of HISs were finally divided into 4 categories: human, organizational, financial and technical factors. A total of 30 

subfactors were extracted for different factors. Moreover, the findings indicated that many of the challenges that developing countries 

face in using HISs are influenced by the social, cultural, economic, geographical, and political conditions of these countries. The results 

represented that organizational and human elements play a critical role in the advancement or falling of the health HIS in growing 

countries.  

   Conclusion: There is a demand to come up with flexible standards for designing and deploying HISs to address these complexities. 

Several solutions can be found to address the obstacles and problems facing HISs in developing countries, including formulating strategic 

plans and policies necessary for the development of national HISs.  
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Introduction 

Since past years, the World Health Organization (WHO) has declared the health inform ation system (HIS) as a key 
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↑What is “already known” in this topic: 

A review on the HISs of each country should not be limited only to data 

reported normally by the service providers. To achieve this goal, all 

components of the HIS, the causes of success and failure, and challenges 

of these systems, programs, and strategies should be noted.   
 

→What this article adds: 

There reasons for the failure of information systems, including a lack of 

specialized experienced human, financial resources and the lack of 

infrastructure. Solutions including formulating strategic developing 

laws on reporting diseases, collecting data from public-private sectors, 

determining information privacy and disclosure policies, and 

formulating maintenance and retention policies can used..  
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pillar in achieving the goal of “health for all." The WHO 

report in 2010 had identified the improvement of manage-

ment to be related to the improved information system (1, 

2). In addition, from the technical point of view, a system 

can be defined as a set of components associating with the 

collection, maintenance, and processing of the obtained 

data and published information to assist in the decision-

making process and monitoring the organization. moreo-

ver, providing support on decision-making, coordination 

and monitoring can help managers and employees in ana-

lyzing issues, uncovering complicated matters, and creating 

new products (3).  

In the health care system, HISs can be defined as the col-

lected components and structured processes for producing 

information that would improve the decision-making pro-

cess at all levels of the health system’s management. The 

ultimate goal of HIS is not only to obtain information, but 

also to improve health system performance (4, 5). Accord-

ingly, in the last decade, there have been extensive activi-

ties and innovations for the development of HISs due to the 

development of new technologies. Many organizations in 

both private and governmental sectors in developing and 

developed countries have resorted to HIMs to meet the in-

creasing trend of demands on improving the efficiency and 

effectiveness of health services (6). 

Most of the health service providers in developing coun-

tries provide their information systems with registration 

forms that include the patients’ name and address and the 

information related to their disease, which are completed 

weekly or monthly and then delivered without adequate 

feedback (7). In addition, the received data are not often 

useful for making decision on the management issue be-

cause they are incomplete, inaccurate, useless, and irrele-

vant to the priorities of the functions and the task lists of 

health staffs. In other words, information systems in these 

countries are data-based, rather than performance-based. 

Therefore, providing HISs in these countries is considered 

a barrier in management, instead of being a tool (8). 

A review on the HISs of each country should not be lim-

ited only to data collected and reported normally by the ser-

vice providers. On the other hand, the performance of the 

HIS should be considered in the quality dimensions of the 

produced data, and also the data should be used to improve 

the performance and the status of the health system. To 

achieve this goal, all components of the HIS;, the causes of 

success and failure, and challenges of these systems, pro-

grams, and strategies should be noted (9). In this regard, the 

first step for the development in any national project is ex-

ploring the experiences of other countries worldwide, espe-

cially those with economic, political, cultural, and regional 

partnerships, and then using their resources and documents 

to have a broader attitude and a better profitability in plan-

ning the development strategy. Therefore, the aim of this 

study is to explore the experiences of growing countries re-

garding the causes of success and failure of HISs, and the 

challenges faced by them in the use of HISs. 

 

Methods 

The present study was a narrative review. This research 

was performed in terms of the PRISMA (10) (Preferred 

Reporting Items for Systematic reviews and Meta-Anal-

yses). 

  

Search Strategy 

To investigate problems and challenges of developing 

countries on the use of HISs and the causes of their success 

and failure in these countries, the related studies published 

in PubMed, Web of science, and Science Direct, and Sco-

pus databases were investigated. Primary keywords used to 

extract content in these databases were as follows: "health 

information system," "challenges, " "success," "failure," 

"developing country," and "low and middle income coun-

try." After extracting the primary keywords, the following 

synonyms terms were extracted (Table 1). Moreover, the 

following step was performed to combine these words and 

obtain the main keywords for searching the related material 

to HISs in developing countries. In addition, we have uti-

lized Mesh terms as well as truncation, wildcard, and close-

ness operators to fortify the search. 

Table 1. The main keywords and their subsets 

Synonyms Keywords 

 Health Information System 

 Information System, Health 

 Information Systems, Health 

 System, Health Information 

 Systems, Health Information 

 Health Information System 

 Healthcare Information Sys-

tem 

 Health Information Systems 

 Healthcare Information Sys-

tems 

 Medical information system 

 Laboratory information sys-

tem 

 Clinical information system 

 Pharmacy information system 

 Nursery information system 

 Electronic Health Record 

 Electronic Medical Record 

Health Information Sys-
tems 

 Problem 

 Dispute 

 Obstacles 

Challenge 

 Defeat 

 Setback 

 losing 

Failure 

  Achievement 

 Prosperity 

 hit 

Success 

 Least Developed Countries 

 Less Developed Countries 

 Under Developed Nations 

 Third-World Countries 

 Third-World Nations 

 Under Developed Countries 

 Developing Nations 

 Less Developed Nations 

 Low and Middle income 

Countries  

Developing Countries 
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Inclusion Criteria  

The inclusion criteria were the articles published in Eng-

lish language from January 1, 2000 to June 1, 2020 that re-

ported a problem or a challenge of HISs in developing 

countries as well as the causes of success and failure of 

HISs. 

 

Exclusion Criteria  

Studies without available full text were excluded from 

this study. 

  

Study Selection  

After removing duplicates, the researchers screened the 

titles and abstracts of the studies according to the inclusion/ 

exclusion criteria. The same researchers has then evaluated 

the full texts of potential related articles (Fig. 1).  

 

Results 

After searching the above-mentioned databases, 455 

studies were retrieved. Afterward, the duplicates were de-

leted and 338 articles remained. Based on their titles and 

abstracts, 131 articles were included, and after reading their 

full text, 24 studies were approved (Fig. 1). Of these, 5 stud-

ies (21%) have been conducted in 2015. Also, 12 studies 

(50%) were conducted in Asian countries and 6 studies 

(25%) in African countries. Notably, 6 studies (25%) were 

review articles, and 7 studies (29%) have focused on the 

HIS (Table 2). 

 

Challenges and Causes of Success and Failure of HISs in 

Developing Countries 

Various studies have presented numerous challenges and 

different causes for the success and failure of HIS in 

developing countries.15-38 In this regard, Sidek and Mar-

tinez (24). in their study have identified the lack of confi-

dence of clinical professionals in the new system as the 

main challenge to have a successful implementation of the 

electronic health record at a dental center. Paying attention 

to the principles of change management and the commit-

ment of the center's senior managers in adhering to making 

changes is considered as the key factor in the success of this 

system. Moreover, in a study by Maystson et al,  (34), the 

challenges and opportunities for a successful implementa-

tion of an information system for chronic mental health care 

were divided into 3 categories as follows: behavioral, or-

ganizational, and technical factors. In addition, Poor data 

quality in decision-making was one of the main causes for 

the failure of the system. Accordingly, they have also cited 

the high adaptation of the data collected to the needs of 

stakeholders as another important cause in the success of a 

the HIS. Ebne Hosseini et al (31) in their study mentioned 

3 factors of usefulness, system quality, and net profit as es-

sential for the success of the hospital information system. 

In a systematic review on the success factors of HISs, 

deRiel et al (27) identified 5 following categories of success 

factors: functional, organizational, political, technical, and 

educational. Moreover, they emphasized that these im-

portant factors for the long term success in developing com-

plex HISs are as follows: adjustinginvestment in hardware 

and software, user infrastructure, and data quality control. 

In another study by ChePa et al (28) a total of 36 chal-

lenges were identified in implementing hospital infor-

mation systems projects, which fall into 4 fundemental cat-

egories, including human, technology and infrastructure, 

software constraints, and support. Moreover, 14 challenges 

were also found to be related to human problems, such as 

 
 

Fig. 1. Flowchart of studies selection 
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workload, readiness, priority, skill, mentality, desire, out-

look, feeling, initiative, perception, commitment, aware-

ness, personal interest, and user dependence. Also, there 

were 6 challenges for support and technology, as well as 12 

challenges for software constraint problems. In a study by 

Alipour et al (25) functional, ethical, and cultural factors 

were identified as success factors, and behavioral, organi-

zational, and educational factors were recognized as weak-

nesses of the system. In their study, Afrizal et al (32) have 

reported human factors, infrastructure, organizational 

support, and process as effective factors on adopting the 

primary health care information system. Furthermore, in a 

study conducted by Kpobi et al (29) the increase in staff 

workload and rework in data recording were noted as the 

causes of the failure of the mental health information sys-

tem and the lack of infrastructure was found as the chal-

lenge in implementing  

System. In a review article, Mohamadali and Aziz (26) 

have also stated the lack of system integration as the main 

obstacle for the implementation of hospital information 

Table 2. HISs challenge and causes of failure and success extracted from selected studies 

Author Year Place Type of re-
search 

Type of in-
formation 

system 

Challenge and Causes of  Failure Causes of success 

Sahay 

(11) 
2001 Develop-

ing 
Coun-

tries 

Narrative 

Review 

Information 

and Commu-
nication tech-

nologies in 

healthcare 

Insignificant use of data 

Low quality of data 
Function of health information sys-

tems in parallel 

Lack of prompt reporting and effec-
tive and timely reviews 

Unrelated information collected to 

fulfill the intended purposes 

 

Oak (12) 2007 Develop-

ing 

Coun-
tries 

Narrative 

Review 

Geographic 

Information-

System     

financial restrictions - Disparities in 

wages - pricypayments of usage bills 

and telephone time -primitive health 
information system payments- Inad-

equate resources- politics 

Conflicts of interest with medical 
profession 

Culture and socio-ecological factors 

Population inflation and social crises 
Enforcing the legislation 

convincing individuals to new tech-

nologies Availability and visibility 
of health research 

Lack of infrastructures, untrained 

personnel 
data management 

 

Asangansi 

(13) 

2012 Africa case study Health Man-

agement In-
formation 

System 

Inadequate logic of institutions that 

consider the system implementation 
process - Numerous errors in system 

implementation 

Improving the performance of 

a health information manage-
ment system - a strategy based 

on logic 

Al-
Yaseen 

(14) 

2012 Asia case study health infor-
mation sys-

tems in 

private hospi-
tals 

practitioners are not appreciating the 
full gains of HIS and need to be 

aware of such gainsabsense of 

acknowledgementis evidently behind 
the apparent deficitof developmentof 

HIS, 
 

 

Cline and 

Luiz (15) 

2013 Africa case study Hospital In-

formation 
System 

Computer time consuming - systems 

are not automated 

Increase employee satisfac-

tion, improve resource man-
agement, reduce transaction 

costs, 

Better security and privacy 
Forazin 

and Joia 

(16) 

2013 south 

America 

case study 

with a re-

view 

Health Infor-

mation Sys-

tem 

No system updates, 

General error, 

Tolerance error, duplication error, 
repetition error 

Ability to interact with other 

systems - use the experiences 

of developed countries 

Khalifa 

(17) 
 

2013 Asia Explorative 

method 
used a 

question-

naire 

Electronic 

Medical Rec-
ords 

Lack of experience of people - tech-

nical , 
Financial, organizational, legal, pro-

fessional and human obstacles 

 

Sadoughi 

et al (18) 
2013 Develop-

ing 

Coun-
tries 

systematic 

review 

Hospital In-

formation 

System 

User unsatisfaction 

Improper usability 
Improvements of Financial, 

organizational, behavioral and 

managerial 
Technical 

Aziz and 

Moham-
adali (19) 

2015 Asia Review ar-

ticle 

Hospital In-

formation 
System 

Provides continuing education 

Use of management rules 
shortage of manpower 

Non-sharing of information 
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system in hospitals. In this regard, the quality of infor-

mation and system quality were introduced as the other fac-

tors affecting the success of the system. In another study, 

Abbas and Singh (33) considered the lack of financial sup-

port as the most important obstacle for the successful im-

plementation of information technology in health care from 

the perspectives of customers and sellers. The lack of 

general knowledge on information technology is another 

challenge that can disrupt the implementation of PACS sys-

tems as well, along with the lack of management and 

change in management that create challenges during the 

implementation and training of the project. Additionally, in 

a study performed on the Health Management Information 

System, Asangansi (13) cited the lack of access to quality 

Table 2. Continued 

Author Year Place Type of re-
search 

Type of information 
system 

Challenge and Causes of  Fail-
ure 

Causes of success 

Ishijima et al 

(20) 
 

2015 Africa case study Human Resource for 

Health Information 
System (HRHIS) and 

the Training Institu-

tion Information 

System(TIS) 

Large amount of information Improvement of system 

management performance 
– use of experts 

Othman and  

Hayajneh (21) 

 

2015 Asia Descriptive-

cross sectional 
Electronic Medical 

Record 
 Employee learning and 

growth, promotion 

Financial, customer satis-

faction, quality of health 
information, system, inter-

nal process 
Tilahun and  

Fritz (22) 

2015 Africa quantitative 

cross sectional 

study 

Electronic Medical 

Record 

Insufficient resources, prob-

lems in the quality of services 

and information and user satis-

faction 

Increase user satisfaction, 

quality of services, quality 

of information 

Verbeke et al 
(23) 

2015 Africa Review article Hospital Information 
System 

clear communication, real-
time scheduling 

Manage ongoing changes 

Unclear goals, poor man-
agement, insufficient 

skills, inadequate training 
Sidek and Mar-

tins (24) 

2017 Asia Grounded The-

ory 

electronic health rec-

ord system 

software practices 

overall management 

culture; technical glitches, 

consistency in data    records 

and episodes of data miss 

usability, requirements 

analysis, 

training, change manage-

ment, project organiza-

tion; 

 
Alipour et al 

(25) 

2017 Asia cross-sectional 

descriptive and 

analytic 

hospital information 

system 

educational factors 

organizational factor 

 

behavioral factor 

Mohamadali and  

Azizah (26) 

 

2017 Asia Review article hospital information 

system in hospitals 

technological barriers ineffec-

tive design, data loss  useful-

ness of the IT 
inadequate equipment, lack of 
internet  access compatibility, 

readiness, availability and net-

work stability, Content com-

plexity in the design Data 

quality and data authenticity, 

Lack of system integration, 

Poor interface and less user- 

friendly, Time consuming 
Poor usability, functionality 

and performance Inconven-

ience practice 

 

deRiel et al (27) 2018 south Amer-

ica 
case study electronic medical 

records (EMRs) 
 ethical, financial, func-

tionality, 

organizational, political, 

technical and training bal-

ancing  expensesin hard-
ware and 

software infrastructure up-

keep, user capacity and 

data quality control; im-

plementinga 

system within the context 

of the larger eHealth eco-
system with a strategy for 

interoperability and 

data exchange; providing 

system governance and 

strong coaching to support 

local system 

ownership and planning 

for system financing to en-
sure sustainability 
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data, ambiguous data and system ownership, and instability 

and lack of trust in servers as challenges in the way of im-

plementing this system. His study has mentioned the lack 

of sufficient time to provide services to patients following 

the use of hospital information system, and high safety and 

information security were among the factors in the success 

of this system. Khalifa (17). in his study he aimed to reduce 

the obstacles to HISs and divided them into 6 categories as 

follows: human, financial, legal, organizational, technical, 

and professional. The high cost of setting up and maintain-

ing the system, misconceptions and beliefs on the use of 

these systems, and the fear of losing information were 

among the important obstacles raised in this study.  

In a review study on the elements  influencing  the ad-

vancement and falling of hospital information systems, 

Sadoughi et al (18) identified several factors in developing 

and developed countries. Correspondingly, these factors 

were then classified into 12 areas named as functional, or-

ganizational, behavioral, cultural, managerial, technical, 

strategic, economic, educational, legal, ethical, and politi-

cal factors. In their study, Aziz et al (19) examined the role 

of human factors or the role of users of the hospital infor-

mation system in the success or failure of these systems. 

Table 2. Continued 

Author Year Place Type of re-
search 

Type of infor-
mation system 

Challenge and Causes of 
Failure 

Causes of success 

ChePa et al 

(28) 

2018 Asia Interventional Information System 

(IS) in government 

hospitals 

Resistance to change 

conflict between users 

human problems (workload, 
readiness, priority, skill, 

mentality, desire, outlook, 

feeling, initiative, percep-
tion, commitment, aware-

ness, personal interest, and 

user dependence). Support 
and technology 

Software limitation issues. 

 

Kpobi et al (29) 2018 Asia Individual 
semi-struc-

tured inter-

views 
 

mental health 
information system 

Expanded work load, low 
staff involvement and train-

ing, and lack of logistic sup-

port to maintain the system 
working. 

limited number of computers 

available at the hospital, ab-
sense of enthusiasm in the 

optimal use of the MHIS, 

does not meet the needs of 
all the 

different categories of users 

 

Sahay et al (30) 2018 Asia case studies Universal Health 
Coverage (UHC) 

robust Civil Regis-

tra- 
tion and Vital Sta-

tistics (CRVS) 

low and incomplete infra-
structure, insufficient and 

unevenly distributed re-

sources, absense of accepta-
ble capacity to deal with the 

complexity they entail 

 

Ebnehoseini et 
al (31) 

2019 Asia Survey Healthcare Infor-
mation Systems 

 usability, information se-
curity, completeness and 

job relevancy 

operational reliability, 
response time, log in and 

support 
Afrizal et al 

(32) 

 

2019 Asia qualitative 

study done by 

conducting in-
depth 

interviews 

Primary health care 

information system 

lack of commitment, lack of 

care 

difficult to use electronic 
documentation for outside 

activities 

Limited electricity the policy 
for the developing of infor-

mation systems in the PHC 

is still not yet available. 
 

Access to internet-Com-

puter availability- Avail-

ability of IT team/unit- 
Electricity power- Occa-

sional IT use-users com-

puter skills-Workload-
Employee Turnover-

Lack of training in IT 

Resistance of change-
Budget Constraints-Se-

curity 

Absence of planning, 
project administration -

Lack of financial incen-

tives-Lack of technology 
support-Loss of fertility 

Absense of functions, 

not meet the practice 
needs-Absense of Sys-

tem maintenance 
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The results have shown that physicians play the most im-

portant role in the acceptance of hospital information sys-

tems in hospitals. Also, Verbeke et al (23) in their study 

listed 14 failure factors as well as 15 success factors for 

hospital information systems in sub-Saharan Africa. Some 

of these failure factors were as follows: unclear goals, poor 

management, inadequate skills, and inadequate training. 

Also, some of the success factors were transparent commu-

nication, real timing, and managing progressive changes. 

 

Solutions to the Barriers and Challenges of HISs in De-

veloping Countries 

Seven studies (14, 24, 26-30)  have provided some solu-

tions to address the challenges raised in the previous 

Table 2. Continued 

Author Year Place Type of re-

search 

Type of information 

system 

Challenge and Causes of 

Failure 
Causes of success 

Abbas and  

Singh (33) 

2019 Africa qualitative -

semi struc-
tured inter-

views 

Picture Archiving 

and Communication 
Systems (PACS) 

Space and inappropriate fur-

niture, Insufficient infra-
structure, Protection of 

equipment, Hospital finan-

cial constraints, Lack of IT 
knowledge, Resistance to 

change, Image storage capac-

ity, System maturity, Soft-
ware and hardware encoun-

ters, Maintaining the radiol-

ogy workflow, Vendor re-
lated concerns 

 

Mayston et al 

(34) 
 

2020 low and 

middle-in-
come 

countries 

chronic 

Review article mental healthcare behavioral, technical and or-

ganizational determinants re-
source allocation poor qual-

ity unreliable of data incom-

plete management and ad-
ministrative capacity to use 

data effectively to support 

decision-making 
lack of healthcare personnel 

with health informatics train-

ing deficits in IT infrastruc-
ture, absence of computers, 

networking equipment, inter-

net connectivity interopera-
bility between different EHR 

systems is poor challenge of 

mixture of the new data col-
lection with current infor-

mation systems, insufficient 

decentralization 
 

data collection is planned 

in association with 
local stakeholders, there 

is some sign of success 

completion and accuracy 
of data forms 

 

Table 3. Solutions extracted from selected studies to overcome HISs challenges 

Solutions 

Continuous and appropriate training of health personnel 
Development of local and national technologies 

Establishment and operation of an organization coordinating activities related to the health information system at the national level 

Use of standards 
Process reengineering 

Develop vision and action plan 

Strengthen organizations and human resources in terms of awareness, skills and leadership 
Strengthen information and communication technology 

Apply data-related rules and standards 

Private sector financing and cooperation with the public sector (14) 
Expanded communication and horizontal collaboration amongst stakeholders; elemental conversion from being focused on pushing healthcare 

technology to using EHR for developing the working practice of clinical staff; manage the alteringprocess by agreeing system aimsand function-

alities through wider consensual debate, and participated helping strategies realized through common commitment28 
Improve computer self-efficacy, Monitor adverse effects on patient safety, Improve system design to be more user friendly, Improve system 

response time, System need to be flexible to alter and, integrate with current systems, Require adequate and effective IT strategies, Look for new 

methods to enhanceworkload, and enhance information quality, System can create a complete record, report and support related activities Make 
a secure intranet for information exchanging30 

Continuing involvement of policymakers, medical staff, technicians and managersin the developingprocess. Involving all stakeholders to ensure 

better compliance33 
Adopting hybrid rather than fully Internet; dependent systems Renewing what already exists – integration and rationalization34  

Proper situational and needs assessment, Government and private sector support, Training, Proper change management processes, Adequate needs 

assessment, Regular maintenance and evaluation37 
building strong multispectral partnerships, Locally meaningful mental health indicators, aligned to service; Technology used for data collection 

and management should be appropriate38 
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sections, which are presented in Table 3. 

 

Classification of HISs Causes of Success and Failure 

After reviewing the success and failure factors that were 

raised in various studies, researchers compared the differ-

ent divisions related to these factors, and then the differ-

ences and similarities of these classifications were ex-

tracted. Finally, success and failure causes were divided 

into 4 categories, which are human, organizational, finan-

cial, and technical factors. Human factors were divided into 

6, organizational factors into 13, financial factors into 5, 

and technical factors into 6 subfactors (Table 4). If the fac-

tors listed in Table 4 are taken into account, the information 

system will be successful. And if ignored, they cause the 

HIS to fail. 

 

Discussion 

This study attempted to answer these questions: What are 

the challenges and barriers to health information systems in 

developing countries? And  What factors contribute to the 

success and failure of these systems in these countries? In 

this regard, the findings indicated that many of the chal-

lenges that developing countries face in using HISs are in-

fluenced by the social, cultural, economic, geographical, 

and political conditions of these countries. High population 

and low level of literacy and inequality in the access to and 

use of information technology services and low level of in-

formation technology literacy in many developing coun-

tries are key factors in affecting the use of information tech-

nology and information systems in the health care systems 

of these countries (35). Some of the challenges are more 

specific to developing countries and developed countries 

have been less involved in applying HISs; some of these 

challenges are socioeconomic constraints (1,15, 20-

24,23,29,32); topics related to technical and operational in-

frastructure (17,22,23,27,30,32-36); incomplete business 

and lack of adequate business space; lack of private sector 

participation in health information; non-standard equip-

ment and facilities used in this area; lack of a clear vision 

in this area (22,23,27,30,37-40); and poor integrity between 

the same HISs at health facility and health management 

level section (11-12,18,20,21-22,24,39) In addition to these 

factors, the increase in workload due to the change of HISs 

from manual to electronic systems has also caused users to 

resist using these systems (40). Considering the experi-

ences of developed countries, it seems that one of the root 

causes in the failure HISs is the existence of cultural factors 

and the lack of cultural capabilities required to accept and 

use this system. The other main factor that the researcher 

emphasizes is the lack of information and communication 

technology (ICT) infrastructures in these countries. ICT 

plays a significant role in developing information systems 

in organizations. On the other hand, one of the major chal-

lenges of using these systems in these countries is organi-

zational complexity in the health sector, which is a major 

challenge to the governmental and private sectors in imple-

menting development strategy. There is a need to deal with 

these complications by applying flexible standards regard-

ing the design and deployment of HISs (41). 

According to the research findings, one of the most criti-

cal elements influencing the advance or falling of the HIS 

in developing countries was the poor data quality and in-

tegrity. There are many reasons why data quality is low in 

different sources. In many developing countries, technical 

and professional skills needed to communicate with infor-

mation among experts are few. Another reason is the lack 

of motivation among health workers. Also, the lack of feed-

back mechanisms is another reason for poor quality of data 

(42-43). One of the reasons for the failure of information 

systems in developing countries was the irrelevance of the 

data collected to cover professional activities. Most of the 

data recorded and reported by the health sector employees 

of these countries have no practical application to help 

managers make decisions and control the delivery pro-

cesses. On the other hand, useful data collected often sup-

port the goals related to control of diseases and rarely sup-

port managerial goals. One of the reasons for weaknesses 

in these countries is poor consensus about information 

needs between providers and users in different level of heal 

thcare (44). 

There can be different solutions to overcome obstacles 

and problems on the way to HISs in developing countries, 

including the formulation of strategic plans and policies re-

quired for the development of information systems in the 

national and private sectors, formulation of laws for report-

ing communicable diseases from governmental and private 

Table 4. Classification of HISs success and failure factors  

Human factors Organizational factors Financial factors Technical factors 

1. Use of devices and 
tools (13,15,25) 

2. Knowledge of users 

(13,170-
19,21,23,27,33-34 

3. Acceptance and 

readiness of users 
(15,17,19,21,28) 

4. User satisfaction 

(22,23,29) 
5. Lack of apprecia-

tion (14) 

6. Poor staff involve-
ment (29,32) 

 

1. Staff monitoring (17) 
2. Staff training (12,17,19,21,23,25,32) 

3. Organizational policies (16-17,19,20,25) 

4. Employee interactions (13,18) 
5. Quality of staff service (15,16) 

6. Ethical considerations (16,18) 

7. Insignificant use of information (1) 
8. Function in parallel (11) 

9. Change management (24,27,32-33) 

10. Project organization (24) 
11. Strong leadership (27) 

12. Conflict between users (12,27) 

13. Increased workload (27,33) 
 

1. Rudimentary health 
information system 

costs (12,15,17-18,21) 

2. Profit (12,17-18,22) 
3. Budget (13,18,20) 

4. Inadequate resources 

(12,26,30,33) 
5. Investments in hard-

ware and software 

(27,32) 

1. Infrastructure (12-
13,15,17,22-23,26-

27,30,32-34) 

2. Data quality and integrity 
(11-13,17-18,20,21-

22,24,26-28,34)  

3. Usability 
(18,21,24,26,27,31) 

4. Safety and  security 

(13,15,18-31) 

5. Requirements analysis 

(24) 

6. Ineffective design (26) 
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sectors, formulation of confidentiality and retrieval poli-

cies, developing knowledge management capacity and us-

ing health information capacity by users and service pro-

viders, creating networks for knowledge sharing, establish-

ing coordination and integration between information gath-

ering systems, strengthening the disease surveillance and 

reporting systems, the periodic reporting of information 

needs and protection of health information system compo-

nents, enhancing the use of information technology and 

communication technologies, enhancing the use of infor-

mation technology in the field of transmission and access 

and sharing health information. (14,26,29-30,33-34,45)  

Many of the solutions proposed to remove barriers to the 

success of HISs in developing countries have focused on 

strengthening policy in this area. One of the most important 

limitations of the researchers in conducting this study was 

the scattering of success and failure factors of HISs in dif-

ferent studies, so that in some cases only one challenge or 

success and failure factor was presented. Researchers tried 

to select studies that presented a set of factors by expanding 

the range of keywords to increase the comprehensiveness 

of the search process. 

 

Conclusion 

Various sources have cited several reasons for the failure 

of information systems, including a lack of specialized and 

experienced human and financial resources and cultural 

factors and the lack of infrastructure. There is a need to cre-

ate flexible standards for designing and deploying HISs to 

address these complexities. Finally, there are several solu-

tions to address the obstacles and problems facing health 

information systems in developing countries, including for-

mulating strategic plans and policies necessary for the de-

velopment of national HISs, developing laws on reporting 

diseases and collecting data from public and private sectors, 

determining information privacy and disclosure policies, 

formulating maintenance and retention policies, Enhancing 

the capacity of knowledge management and health infor-

mation capacity utilization by users and providers of health 

services, Creating a network for knowledge exchange, cre-

ating harmony and integration between information collec-

tion systems, strengthening disease surveillance and report-

ing systems, conducting periodic information needs assess-

ment and support in health information system compo-

nents, strengthening the use of information and communi-

cation in the health sector, using appropriate ICT technolo-

gies and strengthening the use of information technology in 

the transmission and sharing of HISs. 
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